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MOHSIN ANWAR SHARIF 

SENIOR SPECIALIST - IT SECURITY 
SECURITY TRANSFORMATION | ENDPOINT | DATA | CONTROL ASSURANCE | CISM | CIPP/E  
Manama, Bahrain | +973 3447 9797 (WhatsApp) | mohsin_sharif1@outlook.com | Transferable Saudi work visa  
LinkedIn: https://linkedin.com/in/mohsin-sharif-mr | GitHub: https://mehsin-khan.github.io/ 

 

PROFILE SUMMARY 
CISM and CIPP/E certified security specialist with six years inside one multi-country bank (Ahli United Bank → Kuwait Finance House) and a 15+ year 
foundation in infrastructure, NOC and operations. Took SentinelOne from a default install to a governed platform across two o n-prem and seven cloud 
consoles and moved it to the cloud as the bank's first security product to win regulator sign-off. Then led the Defender PoC and was technical lead 
through its HQ-first rollout and the SentinelOne and Trend Micro decommission, as the estate grew from ~8,000 endpoints to ~18,000 assets in seven 
countries. Known for proving controls actually work, not just that agents are installed: component health checks, a ten-tool reconciliation workbook, and 
a biweekly CISO pack I wrote and defended in person. 
 

CAREER HIGHLIGHTS — AT A GLANCE 

~18,000 
ASSETS ACROSS  

7 COUNTRIES 

9 
S1 CONSOLES  

(2 ON-PREM, 7 CLOUD) 

1st 
SECURITY PRODUCT MOVED TO 

CLOUD 

10 
TOOLS RECONCILED PER 

DEVICE 

~60,000 
IOC HASHES GOVERNED AT 

PEAK 

35-40 
DAY RELEASE  
TEST CYCLE 

478 
UNPROTECTED DEVICES 

FOUND 

~450 
AGENTS RECONNECTED 

(EGYPT) 

~500 
AGENTS RESTORED 

 (GOLDEN IMAGE FIX) 

~800 
USERS MOVED  

TO ZSCALER 

235 
DORMANT VDIs  

RECLAIMED 

~105 
AWS INSTANCES  

ONBOARDED 

 

SELECTED ENTERPRISE SECURITY ACHIEVEMENTS — AT A GLANCE 

DEFENDER PoC & MIGRATION 

PoC against SentinelOne | HQ-first waves: IT users → departments → UAT/DB → production | 
S1 and Trend Micro removed | a wave closed only when every agent was online and alerts 
reached the SIEM 

SENTINELONE OWNERSHIP 

2 on-prem + 7 cloud consoles | ~20 policies, ~40 profiles | releases lab-tested on laptops, 
VMs and cloned production servers | console rebuilt Ubuntu → RHEL via CyberArk  

CONTROL ASSURANCE & CISO REPORTING 

Ten-tool reconciliation workbook | 'agent present' vs 'actually protected' | biweekly CISO 
pack, authored and then presented | post-implementation assessments for 4 platforms 

INCIDENT RESPONSE & RECOVERY 

Phishing attempt to disable antivirus caught in Deep Visibility and quarantined | expired 
certificate renewed, 450 agents back, expiry alerts added | golden-image fault fixed 

 

PORTFOLIO PROOF — SEE IT LIVE 

10 
TOOLS JOINED IN ONE VIEW 

10 
DEFECTS FOUND & FIXED IN MY OWN TOOL 

0 
EMPLOYER DATA USED (ALL SYNTHETIC) 

 

EXECUTIVE OPERATING MODEL — AT A GLANCE 

RUN -> CHANGE -> RECOVER 

Control health | CAB / releases | DR / root cause 

READINESS -> CUTOVER -> HANDOVER 

Gate | HQ-first waves | SIEM check | acceptance 

DETECT -> CONTAIN -> IMPROVE 
Triage | quarantine / recover | root cause / lessons 

CONTROL -> EVIDENCE -> DECIDE 
Qualys | Defender | S1 Ranger | ManageEngine | Secure Score 

 

DELIVERY, CONTROLS & ASSURANCE CAPABILITIES  

MICROSOFT & ENDPOINT SECURITY 
Defender | Intune | Entra ID | Secure Score 30-60-90 follow-
up | Trend Micro removal 

DATA PRIVACY & DLP 
BigID rollout (security ops) | sensitivity-label rollout support | 
Zscaler SSL and data policies 

INCIDENT & THREAT OPERATIONS 
S1 / Defender / Darktrace | Deep Visibility hunts | quarantine 
| IOC/hash blocking | war rooms 

VULNERABILITY & ASSET ASSURANCE 
Qualys vs Defender vs S1 Ranger | ManageEngine to confirm 
live assets | owner follow-up 

CHANGE, RELEASE & RESILIENCE 
CAB packs | lab-tested releases | planned outage windows | 
phased waves | DR drills 

REPORTING & GRC 
Weekly and biweekly packs | CISO presentations | ISO 
27001 | PCI DSS | CBB | audit evidence 

https://linkedin.com/in/mohsin-sharif-mr
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PROFESSIONAL EXPERIENCE | ROLE-RELEVANT BANKING DELIVERY 

FEATURED PROJECT: ENDPOINT CONTROL ASSURANCE LIVE PORTFOLIO 

Rebuilt on fictional data from the workbook I built by hand at the bank 
Excel | Power BI | Control reconciliation | Presence vs protection | Audit-ready checks 
• What it does: Joins ten security tools against the asset inventory to show which devices are actually protected, not just which  
have an agent installed. 
• What I fixed: Found and corrected ten defects in my original workbook, including drifting lookup ranges and blank patch dates  
rated as High Risk. 
• How it reports: Management dashboard, reconciliation checks that must pass before release, and a Power BI star-schema model. 

 

INFORMATION SECURITY & ENDPOINT SECURITY SPECIALIST APR 2024 - OCT 2025 

Kuwait Finance House (KFH), formerly Ahli United Bank | via Gulf Business Machines (GBM) 
Microsoft Defender | SentinelOne Decommission | Darktrace | BigID | Control Reporting | ~18,000 Assets  
• Estate and scope: Administered Defender for Endpoint/Servers, Intune profiles and Entra dependencies as the estate grew to ~18,000 assets after  KFH 

integration, across Bahrain, Kuwait, UAE, Egypt, Libya, Iraq and the UK. 
• Defender rollout: Technical lead with the vendor through phased rollout, Bahrain HQ first (IT users, departments, UAT/DB, then production servers). Each 

device was cut over by confirming Defender registered, removing SentinelOne and Trend Micro, rebooting and verifying activation, isolating any that failed; a 
wave closed only when every agent was online and alerts reached the SIEM.  

• Onboarding under pressure: When numbers fell behind, split the gap by cause (services down, old agents present, blocked telemetry) and cleared each list  
with infrastructure; built a self-service onboarding package that logged who ran it. 

• Coverage gaps closed: Used Trend Micro records to find 478 devices without functioning SentinelOne and reinstalled 180 active machines; renewed an expired 
Egypt console certificate to reconnect ~450 agents, then set team-mailbox expiry reminders stating the impact. 

• Darktrace and BigID: Security operations lead for both rollouts: tuned early Darktrace false positives (e.g. Qualys scans flagged as lateral movem ent) by 
labelling alerts; for BigID, reported progress, unblocked access, monitored vendor activity and verified DSAR erasures by rescan. 

• Reporting to leadership: Built a workbook joining ten tools against the asset inventory; authored the biweekly CISO control-status pack and later presented it, 
defending figures wave by wave; adapted SentinelOne's Power Query API template to pull agent data into Excel.  

• Audit and assessments: Audit contact for ISO 27001, PCI DSS and CBB; authored post-implementation assessments (scope, evidence checklist, manager 
sign-off) for Defender, SentinelOne, Darktrace and Zscaler. 

• Vulnerability and Secure Score: Compared Qualys, Defender and SentinelOne Ranger findings, using ManageEngine to confirm live assets; ran 30-60-90-
day follow-up on low Secure Score devices with the Qualys and patching teams.  

 

HQ-first 
DEFENDER WAVE MODEL 

180 
DEVICES REINSTALLED 

2 
ROLLOUTS: DARKTRACE & BIGID 

Biweekly 
CISO PACK PRESENTED 

 

IT ENDPOINT SECURITY SPECIALIST 
 

SEP 2019 - MAR 2024 
Ahli United Bank (AUB) | via First Defense W.L.L. 
SentinelOne Administration | Cloud Migration | Zscaler | Incident Response | Access Hygiene  
• SentinelOne administration: Took over a largely default deployment and became primary administrator across two on-prem and seven cloud consoles (~8,000 

growing to ~15,000 agents): custom policies (~20), profiles (~40), blocklists and exclusion governance.  
• Release testing and CAB: Tested each release (~every 35–40 days) on test laptops, VMs and cloned production servers with threat and CPU-load tests; 

prepared CAB packs and deployed to production servers only in planned outage windows.  
• First security product in the cloud: Gathered vendor answers on data retention, metadata and deletion, documented the case for Central Bank of Bahrain sign-

off and presented it to CAB and the risk committee; Kuwait and Egypt stayed on-prem under local rules. 
• Console rebuild on RHEL: Moved the on-prem console from Ubuntu to RHEL: firewall paths, Qualys-cleared build, CyberArk onboarding with password 

rotation, agent migration and matching Zscaler and firewall exceptions.  
• Exclusions and IOCs: Ran exclusions through tickets and risk approval (by hash, path or file, never indefinite) and kept the IOC/hash blocklist (~ 60,000 at peak) 

current from advisories for audit. 
• Zscaler: Security operations technical lead for the Blue Coat to Zscaler transition; then administered ZIA policies, SSL bypasses and blocklists, fixing trading 

feeds and in-house apps and onboarding ~800 users to the default proxy (Q1 2024). 
• Incident response: In a spear-phishing incident, traced an AMSI-based attempt to disable Trend Micro in Deep Visibility and quarantined the device; my report 

led to related agents being quarantined and deep-scanned. Supported DR drills and four crisis war rooms. 
• Health checks and runbook: Ran health checks via console remote scripting and approved local-admin test machines; wrote the offline-agent runbook (DNS, 

port 443, services, site binding, event logs, log collection) used before vendor escalation.  
• Access and asset hygiene: Supported six-monthly AD reviews (PowerShell stale-account checks against the HR lock-then-delete rule); reclaimed 235 dormant 

COVID-era VDIs consuming licenses; fixed a Citrix golden-image fault behind ~500 ManageEngine failures. 
• Training and ownership: Trained analysts and their leads in each entity, wrote the product procedures and sat with auditors as technical lead; the go -to name 

for SentinelOne across the group. 
 

SECURITY CONTROL LIFECYCLE 

1. BASELINE 
Asset / control 

2. PROTECT 
Policy / access 

3. MONITOR 
Threat / health 

4. RESPOND 
Contain / recover 

5. REMEDIATE 
Owner / action 

6. VERIFY 
Test / evidence 

7. REPORT 
Posture / roadmap 

 

CONTROL GOVERNANCE & REPORTING CADENCE  

WEEKLY TEAM CONTROL HEALTH 
Expected-vs-protected asset reconciliation | alerts/findings | unknown assets | exceptions | 
owners 

BIWEEKLY CISO PACK (AUTHORED & PRESENTED) 
Coverage gaps | presence vs protection | ageing | exceptions | decisions needed 

WAVE & AUDIT REPORTING 
Wave completion (agents online + SIEM receiving) | audit evidence | lessons learned 

CHANGE & RESILIENCE CADENCE 
CAB per release and wave | S1 release every 35-40 days | semi-annual DR rehearsal | annual DR 
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PROFESSIONAL EXPERIENCE | INFRASTRUCTURE, OPERATIONS & LEADERSHIP 

IT SECURITY & INFRASTRUCTURE SPECIALIST FEB 2018 - AUG 2019 

Transworld Information Systems 
Infrastructure Security | Endpoint & Access Controls | Backup / Recovery | Client Assurance  
• Security infrastructure operations: Supported servers, networks, storage, patching and endpoint protection while implementing firewall, antivirus and access-

control changes. 
• Configuration and recovery evidence: Documented implementation steps, secure settings, backup results, restoration checks and exceptions.  
• Customer assurance: Troubleshot failures, verified service recovery and translated technical outcomes into clear handover records.  
• Vulnerability Assessment & Reporting: Reviewed Qualys vulnerability and policy-compliance reports, validated findings against assigned assets, and 

escalated patching, misconfiguration, and control gaps. 
 

EXECUTIVE SALES & OPERATIONS MANAGER DEC 2014 - JAN 2018 

SGE Enterprise | Bahrain 
15-Member Team | Client Security Delivery | SLA | Escalation & Quality 
• People leadership: Supervised 15 staff, allocating work, checking quality, managing escalations and maintaining delivery accountability.  
• Stakeholder communication: Managed scope changes, priorities, customer expectations, documentation and service commitments for corporate and 

government clients. 
• Governance foundation: Applied supervisory review and evidence-based closure practices later used in regulated security operations.  

 

SYSTEM ANALYST - NETWORK OPERATIONS CENTRE JAN 2008 - SEP 2014 

Zain Telecommunications | via International Turnkey Systems (ITS) 
24/7 Monitoring Centre | Network Utilization | Backup Operations | Billing Runs 
• 24/7 monitoring: One of an 8-person shift team monitoring telco node utilisation and network congestion, reporting issues to telecom engineers.  
• Backup and billing: Managed backup jobs and cartridges; ran billing cycles through bulk printing, print-quality checks and courier handover. 
• Training: SMARTS and eHealth network monitoring, operator and administrator courses (Intracom Telecom, 2008).  

 

HOW I WORK — SIX STORIES I CAN WALK YOU THROUGH 

THE NUMBERS WERE FALLING 
Defender onboarding lagged; I split the gap by cause and 
cleared each list with the team that owned it. 

FIRST TO THE CLOUD 
Won regulator and risk-committee sign-off by answering data 
retention and deletion questions in writing. 

THE SILENT OUTAGE 
450 agents dropped offline on an expired certificate; I renewed 
it, then made expiry alerts a team responsibility. 

CAUGHT IN DEEP VISIBILITY 
A phishing payload tried to switch off antivirus; the device was 
quarantined before damage was done. 

SAYING NO 
Refused to keep EDR disabled during a file transfer and 
explained which controls would catch it. 

FINDING MY OWN BUGS 
Rebuilding my workbook, I found ten defects, including drifting 
lookups; the public version fixes them all. 

HANDS-ON TOOLKIT 

ENDPOINT & EDR 
SentinelOne (on-prem + cloud) | Defender for Endpoint | Intune | 
Trend Micro | sentinelctl | Deep Visibility 

NETWORK & ACCESS 
Zscaler ZIA | Blue Coat | Forescout NAC | Darktrace | CyberArk 
sessions | firewall paths 

IDENTITY & DATA 
Entra ID | AD reviews in PowerShell | Netwrix | BigID | Purview 
labels 

VULNERABILITY & ASSETS 
Qualys | SentinelOne Ranger | Lansweeper | ManageEngine | 
Nexthink 

AUTOMATION & REPORTING 
Excel (XLOOKUP, LET, FILTER, COUNTIFS) | Power Query API 
pulls | Power BI | PowerShell 

LINUX & PLATFORM 
RHEL / Ubuntu consoles | Docker and Ansible upgrades | log 
collection | vendor escalation 

 

EVIDENCE YOU CAN OPEN 

LIVE PORTFOLIO PAGE 
Interactive dashboard: presence vs protection across a 1,500-device fictional estate 

CONTROL ASSURANCE WORKBOOK v3  
Ten tools joined per device | reconciliation checks | before-and-after defect log 

POWER BI BUILD 
Star-schema model and DAX measures for coverage, protection and control pass rate 

LIVE WALKTHROUGH 
Happy to walk through any formula, check or decision in the interview 

Portfolio: mehsin-khan.github.io   |   GitHub: github.com/Mehsin-Khan   |   LinkedIn: linkedin.com/in/mohsin-sharif-mr 
 

90-DAY IT SECURITY ENGAGEMENT APPROACH 
A measurable 90-day plan to establish control truth, stabilise risk and make reporting, change and assurance repeatable.  

30 DAYS  →  BASELINE & CONTROL TRUTH 
Validate asset-to-agent coverage across the organization’s 
estate; baseline alerts, vulnerabilities, exceptions and CAB/DR 
cadence; identify missing/unknown assets; map owners. 
SUCCESS: coverage %, unmanaged assets, high-risk backlog. 

60 DAYS  →  STABILISE & REMEDIATE 
Prioritise high-risk findings; tune policy/noise; enforce 
owner/SLA; clean exception register; standardize 
CAB/release/rollback and RCA/CAPA. SUCCESS: lower noise, 
fewer gaps, ageing backlog down. 

90 DAYS  ✓  INSTITUTIONALISE & REPORT  
Automate dashboards and reconciliation; KPI/KRI and CISO 
pack; DR/recovery schedule; audit evidence; 
runbooks/roadmap. SUCCESS: closure SLA, evidence 
completeness, repeatable metrics. 

 

EDUCATION & ADDITIONAL INFORMATION 

B.Sc. 
BACHELOR OF SCIENCE 

Major: Science 
University of the Punjab | Lahore, Pakistan | 2005-2007 | Graduated 2007 
Languages: English (professional) | Urdu/Hindi (native) | Arabic (basic)  
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CERTIFICATIONS 
GOVERNANCE – SECURITY – PRIVACY – TECHNOLOGY – RISK  

FLAGSHIP CREDENTIALS ADDITIONAL CERTIFICATIONS 
KEY CERTIFICATIONS THAT SHAPE MY EXPERTISE SPECIALIZED CREDENTIALS ACROSS KEY DOMAINS 

 

 

 

 CISM GOVERN 

Certified Information 
Security Manager TRANSFORM 

ISACA LEAD 
 

 

 CIPP/Europe Privacy 

Certified Information 
Privacy Professional Compliance 

IAPP Trust 
 

 ISO/IEC 27001:2022 Audit 

Information Security 
Management Systems Strengthen 

MASTERMIND Assure 
 

 GRCP Align 

Certified GRC 
Professional  Integrate 

OCEG Advance 

 

 

IAIP AI 

Certified Integrated 
AI Professional Governance 

OCEG Risk 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 AI Literacy & Governance 
AI TRAINING 

4 Courses 

Anthropic – AI Fluency: Framework & Foundations 
 

Anthropic – Claude 101 
 

Anthropic – Claude Platform 101 
 

Securiti – AI Security & Governance 
 

 

 Data Privacy & Governance  
BIGID  

Platform Training 

BigID Fundamentals 1 & 2 
 

BigID Core 1, 2, 3, 4 
 

BigID Scanning & Classifier Essentials 
 

BigID Classifier Essentials & Data Retention Delegation 
 

BigID Delegated Remediation & Deletion Application 
 

BigID Data Deletion Application 
 

 
 Programming Language 

General Purpose Programming Language 
1 Credential 

PCEP – Entry –Level Python 
 

 

 
 Qualys Foundation Training 

COURSES 
1 Course 

Enterprise TruRisk Platform 
 

 

 

  Platform Expertise 
Hands-on Experience 

15 Software Platforms 

SentinelOne Singularity Platform 
 

Microsoft Defender for Endpoint 
 

Microsoft Purview 
 

Qualys VMDR 
 

Microsoft Intune 

 

Trellix / McAfee 

 

Zscaler  
 

Microsoft EntraID 
 

BigID 
 

Forescout NAC 
 

ManageEngine 
 

Darktrace NDR 
 

Trend Micro Apex One 

 

Lansweeper 
 

Netwrix Auditor 
 

 
 Qualys Certified Specialist 

EXAMS PASSED SEP 2026 — VALID TO SEP 2028 
7 Certifications 

VMDR  |  Endpoint Detection and 
Response 
 

 

PCI Compliance  |  TruRisk 
Management 
 

 

Cloud Agent  |  TotalCloud 
 

CyberSecurity Asset 
Management 

 

Issued September 2026 
 

Valid to September 2028 
 

   
 
 
 
 
 

 


